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ABSTRACT 


This  paper  examines  the  current  drive  to  establish  a  comprehensive  Maritime  Domain 
Awareness  (MDA)  capability  for  the  United  States  and  the  role  of  the  Department  of  Defense 
(DoD)  in  this  initiative,  with  a  focus  on  the  specific  responsibilities  for  MDA  that  should  be 
assigned  to  DoD. 

The  potential  for  attack  of  the  United  States  via  the  Maritime  Domain  using  a 
commercial  vessel  carrying  a  weapon  of  mass  destruction  is  very  real;  when  coupled  with  the 
current  shortfall  in  U.S.  MDA  capability,  the  impetus  for  improving  MDA  is  made  apparent. 
The  MDA  capability  necessary  to  provide  adequate  defense  against  such  threats  requires  an 
extensive  system  of  sensors  and  intelligence  collection  as  well  as  dedicated  fusion  and 
analysis  to  build  a  common  operational  picture  with  which  effective  decisions  regarding 
maritime  threats  can  be  made.  The  U.S.  Coast  Guard  has  taken  the  lead  in  establishing  U.S. 
MDA  capability.  However,  DoD  has  specific  responsibilities  for  Homeland  Security  and 
Homeland  Defense  that  mandate  a  significant  role  in  establishing  MDA  for  the  United  States. 
As  a  result  of  its  global  reach,  resources,  and  specific  responsibilities,  DoD  should  be 
required  to  provide  for  information  and  intelligence  collection  in  the  forward  regions  in 
support  of  the  MDA  process,  non-deniable  vessel  surveillance,  detection,  and  tracking  in  the 
maritime  approaches  to  the  United  States,  and  dedicated  analysis  and  fusion  of  data  to  help 
build  the  common  operational  picture  that  will  be  the  product  of  the  MDA  system. 
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PREFACE 


The  author  would  like  to  acknowledge  the  assistance  of  Commander  Norman  Selley, 
USCG  of  U.S.  Northern  Command,  and  Commander  Jim  Robbins,  USCG  and  CAPT  Gary 
Sessel,  USNR  of  the  U.S.  Coast  Guard  Maritime  Domain  Awareness  Program  Integration 
Office  for  providing  me  with  background  information  necessary  to  write  this  paper.  These 
officers  are  among  the  many  dedicated  people  working  diligently  to  establish  a 
comprehensive  U.S.  MDA  capability  for  the  benefit  of  U.S.  national  security. 


Introduction 


On  December  21,  2004,  the  President  of  the  United  States  signed  National  Security 

Presidential  Directive-41 /Homeland  Security  Presidential  Directive-13  (NSPD-41/HSPD- 

13),  which  directed  the  Department  of  Defense  (DoD)  and  the  Department  of  Homeland 

Security  (DHS)  to  develop  a  National  Strategy  for  Maritime  Security  within  180  days.  One 

of  the  specific  actions  to  be  taken  in  support  of  this  objective  was  to  develop  a  plan  to 

improve  “Maritime  Domain  Awareness  (MDA).”'  Regarding  improvement  of  MDA 

capability,  NSPD-41/HSPD-13  stated: 

It  is  critical  that  the  United  States  develop  an  enhanced  capability  to 
identify  threats  to  the  Maritime  Domain  as  early  and  as  distant  from  our 
shores  as  possible  by  integrating  intelligence,  surveillance,  observation, 
and  navigation  systems  into  a  common  operating  picture  accessible 
throughout  the  United  States  Government. 

The  challenge  of  and  need  for  improving  the  MDA  capability  of  the  United  States  is 
evident  in  both  the  scope  of  the  problem  and  the  potential  threat  presented.  The  Maritime 
Domain  is  a  vital  catalyst  to  U.S.  economic  prosperity.  Over  ninety-five  percent  of  overseas 
trade  enters  through  U.S.  ports.  This  level  of  activity  is  expected  to  grow.  By  the  year 
2020,  global  legal  maritime  trade  is  expected  to  be  three  times  that  of  1999  with  a  dramatic 
rise  in  the  number  of  container  vessels,  tankers,  cruise  ships,  and  ferries  operating  in  U.S. 
waters."^  Following  the  attacks  of  September  11,  2001,  it  became  very  apparent  that  the 
Maritime  Domain,  in  addition  to  being  a  substantial  source  of  power  for  the  U.S.  economic 
engine,  was  also  a  critical  vulnerability  to  U.S.  security.  The  situational  awareness 
pertaining  to  activity  within  the  Maritime  Domain  on  the  part  of  the  U.S.  was  recognized  to 
be  poor  due  to  the  large  number  of  vessels  and  breadth  of  area  involved  coupled  with  the  lack 
of  an  integrated  system  of  sensors,  correlation  tools,  and  analytical  resources.  The  United 
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States  has  95,000  miles  of  shoreline  and  its  Economie  Exclusion  Zone  (EEZ)  is  comprised  of 
3.4  million  square  miles  of  open  ocean  area.^  It  is  estimated  that  5,000  commercial  vessels 
are  within  2,000  nautical  miles  of  the  El.S.  coast  at  all  times. ^  Every  year,  several  ocean- 
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going  commercial  vessels  vanish  due  to  sinking,  intentional  scuttling,  or  piracy.  It  is  clearly 
within  an  organized  terrorist  group’s  capability  to  acquire  an  ocean-going  vessel  and  use  it  to 
transport,  and  perhaps  deliver,  a  weapon  of  mass  destruction  into  one  of  the  185  deepwater 

g 

ports  in  the  United  States.  The  aberrant  behavior  of  such  a  vessel  would  probably  not  be 
recognized  due  to  a  lack  of  awareness  of  activity  within  the  Maritime  Domain. 
Eundamentally,  there  is  no  North  American  Aerospace  Defense  Command  (NORAD) 
equivalent  system  for  the  United  States  in  the  Maritime  Domain.^ 

The  recognition  of  this  vulnerability  in  U.S.  security  resulted  in  a  drive  to  improve 
maritime  situational  awareness  -  otherwise  known  as  “Maritime  Domain  Awareness.”  The 
DHS,  particularly  the  U.S.  Coast  Guard,  has  led  the  initiative  to  improve  U.S.  MDA 
capability. The  U.S.  Coast  Guard  has  acknowledged  that  DoD  has  a  significant  role 
regarding  MDA  capability  for  the  United  States.''  However,  the  specific  responsibility  of 
DoD  in  providing  for  MDA  has  not  been  defined. 

This  paper  will  analyze  the  current  status  of  the  strategy  for  improving  the  MDA 
capability  of  the  United  States  in  support  of  NSPD-41/HSPD-13,  focusing  on  the  role  of 
DoD.  Based  upon  this  analysis,  recommendations  will  be  made  regarding  the  assignment  of 
specific  responsibilities  for  MDA  for  the  United  States  to  DoD.  In  particular,  this  paper  will 
show  that  there  are  several  tasks  with  respect  to  the  Maritime  Domain  that  should  be 
assigned  to  DoD  to  include  responsibilities  for  surveillance,  vessel  detection  and  tracking, 
intelligence  and  information  collection,  and  analysis  and  fusion  of  collected  data. 
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Evolution  of  MDA  Concepts  and  Desired  MDA  Capability  End-State 

DoD  and  DHS  had  been  working  to  develop  an  improved  MDA  eapability  before  the 
issuance  of  NSPD-41/HSPD-13.  Prior  to  the  terrorist  attacks  of  September  11,  2001  various 
studies,  including  those  done  by  the  Office  of  Naval  Intelligence  (ONI)  and  the  Hart-Rudman 
Commission,  identified  numerous  threats  to  U.S.  via  the  Maritime  Domain,  including 
proliferation  of  weapons  of  mass  destruction,  terrorist  attacks  against  ports  and  coastal 
population  centers,  migrant  and  drug  smuggling,  and  environmental  degradation/^  The 
attacks  of  September  11,  2001  gave  great  impetus  to  responding  to  these  threats  as  evidenced 
by  border  and  transportation  security  being  a  critical  mission  area  within  the  National 
Strategy  for  Homeland  Security.  The  issuance  of  this  strategy  document  resulted  in 
various  initiatives  to  improve  maritime  security  that  are  described  in  the  U.S.  Coast  Guard’s 
Maritime  Strategy  for  Homeland  Security,  one  being  the  need  for  comprehensive  MDA.^"^ 
This  need  was  widely  recognized,  culminating  in  the  formation  of  several  interagency  groups 
to  address  the  requirement.  A  national  MDA  summit  was  held  in  May  of  2004  and  defined 
the  concept  of  MDA  to  be: 

...  the  effective  understanding  of  anything  associated  with  the  global 
Maritime  Domain  that  could  impact  the  security,  safety,  economy,  or 
environment  of  the  United  States. 

This  definition  was  subsequently  adopted  in  NSPD-41/HSPD-13,  which  also  includes 

the  following  definition  for  Maritime  Domain: 

. . .  “Maritime  Domain”  means  all  areas  and  things  of,  on,  under,  relating 
to,  adjacent  to,  or  bordering  on  a  sea,  ocean,  or  other  navigable  waterway, 
including  all  maritime-related  activities,  infrastructure,  people,  cargo,  and 
vessels  and  other  conveyances.'^ 

In  2004,  the  U.  S.  Coast  Guard  established  the  MDA  Program  Integration  Office.  A 
MDA  Senior  Steering  Group  (MDASSG)  comprised  of  DoD  and  DHS  representatives  was 


3 


formed  and  first  met  in  September  2004/’  Additionally,  in  2004  the  U.S.  Coast  Guard 
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started  drafting  a  Maritime  Domain  Awareness  Coneept  of  Operations. 

NSPD-41/HSPD-13  formalized  the  requirement  for  improved  MDA  as  well  as  the 
responsibility  of  the  MDASSG  to  produee  the  plan  to  aehieve  this  goal/^  This  policy 
directive  was  issued  as  a  result  of  U.S.  MDA  capability  being  far  short  of  what  is  required  to 
assure  U.S.  security.  Subsequently,  DoD  and  DHS  jointly  drafted  a  National  Plan  to  Improve 

Maritime  Domain  Awareness  and  the  U.S.  Joint  Chiefs  of  Staff  directed  the  drafting  of  the 
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joint  publication  Joint  Doctrine  for  Homeland  Security. 

The  above  MDA-related  documents  describe  a  desired  end-state  for  the  MDA 
capability  of  the  United  States  using  several  criteria.  In  summary,  the  MDA  capability 
should: 

•  Provide  the  ability  to: 

o  Persistently  monitor  vessels,  craft,  cargo,  organizations,  people,  and 
identified  areas  of  interest  within  the  global  maritime  environment, 
o  Access  and  maintain  data  on  vessels,  facilities,  and  infrastructure  as  well  as 
MDA-related  mission  performance  within  the  global  maritime  environment. 

•  Permit  analysis  and  dissemination  of  information  on  the  global  maritime 
environment  to  decision  makers.’' 

Regarding  achieving  this  end-state,  the  priority  is  the  homeland  and  approaches  of  the 
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United  States  and  unique  national  security  requirements  in  the  forward  regions. 

MDA  Contribution  to  Homeland  Security  and  Homeland  Defense 

The  strategic  objectives  for  Homeland  Security  (HS)  for  the  United  States  are  to 
prevent  terrorist  attacks,  reduce  vulnerability  to  terrorism,  and  to  minimize  damage  and 
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promote  recovery  from  attacks  that  do  occur.  DoD  contributes  to  Homeland  Security  through 
three  mission  areas:  its  military  actions  overseas,  Homeland  Defense  (HD),  and  Civil  Support 
(CS).  HD  is  defined  as  .  .the  protection  of  U.S.  territory,  sovereignty,  domestic 
population,  and  critical  infrastructure  against  external  threats  and  aggression.”^"^  Simplified, 
HD  is  action  taken  by  DoD  to  defend  U.S.  territory. 

MDA  capability  would  provide  warning  of  a  threat,  permitting  action  before  the 
threat  reached  the  territorial  waters  of  the  United  States.  This  would  be  a  case  of  DoD 
executing  its  HD  mission  outside  U.S.  territory.  Furthermore,  MDA  could  also  provide 
warning  of  a  threat  that  may  require  DoD  to  exercise  its  HD  responsibility  within  the  United 
States. 

The  MDA  end-state  capability  is  envisioned  to  include  awareness  of  many  facets  of 
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activity  in  the  Maritime  Domain,  including  safety,  economic,  and  environmental  concerns. 
The  scope  of  this  end-state  extends  beyond  that  of  the  specific  requirements  of  DoD ’s  HS 
and  HD  functions,  including  elements  that  are  within  the  realm  of  civil  authority  and 
responsibility,  particularly  that  of  the  U.S.  Coast  Guard. 

For  HS  and  HD  functions,  the  MDA  capability  should  provide  the  ability  to  surveil 
desired  ocean  areas,  detect  and  track  vessels  which  could  potentially  could  be  threats  to  the 
homeland,  and  provide  a  means  to  classify  and  identify  these  vessels,  their  cargo,  and  their 
personnel  sufficiently  to  permit  evaluation  and  targeting  of  those  that  warrant  further 
investigation  via  reconnaissance  or  interdiction.  This  “MDA  Spectrum”  as  envisioned  in  the 
draft  document  Maritime  Domain  Awareness  Concept  of  Operations  is  provided  as 
Figure  1.^^ 
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Figure  1 
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MDA  Spectrum 


The  current  U.S.  MDA  capability  is  well  short  of  this  envisioned  end-state,  making 
the  Maritime  Domain  a  significant  vulnerability  with  respect  to  HS  and  HD. 

MDA  Capability  Structure 

The  contribution  of  MDA  to  HS  and  HD  would  be  to  provide  a  means  in  which 
maritime  threats  would  be  identified  in  sufficient  time  to  permit  action  before  the  threat 
reached  U.S.  territorial  waters.  Inherent  in  the  HS  and  HD  functions  of  MDA  is  a  layered 

defense  in  depth  structure,  in  which  the  degree  of  fidelity  of  the  MDA  Spectrum  is 
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determined  by  the  type  of  vessels  coupled  with  their  range  to  the  U.S.  coast. 
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Vessel  Regimes 

Defining  MDA  capability  with  respect  to  vessel  characteristics  permits  establishing 
requirements  and  priorities  in  providing  for  a  layered  defense.  There  are  three  basic 
categories  of  vessel  that  are  of  concern  with  respect  to  HS  and  HD  functions:  compliant,  non¬ 
transparent,  and  non-compliant. 

A  compliant  vessel  is  one  that  observes  the  regulations  of  the  International  Maritime 
Organization  (IMO)  and  U.S.  or  other  governments  regarding  documentation,  inspections, 
filing  of  Notice  of  Arrival  (NOA),  and  etcetera,  and  carries  a  device  that  readily  permits 
tracking  of  its  movements.  Non-transparent  vessels  are  those  that  comply  with  applicable 
regulations  but  due  to  the  regulatory  regime  in  place  have  unknown  cargo  or  personnel  or  are 
not  readily  tracked.  Non-compliant  vessels  are  those  that  do  not  comply  with  regulatory 
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requirements. 

Clearly,  a  compliant  vessel  is  one  that  can  have  the  nature  of  its  cargo  or  personnel 
evaluated  early  and  its  movements  will  be  predictable  and  verifiable.  A  non-compliant 
vessel,  on  the  other  hand,  comprises  a  much  greater  risk  to  the  security  of  the  United  States 
since  it  is  much  more  difficult  to  detect,  track,  classify,  and  intercept  and  therefore,  is  one 
that  must  be  identified  by  the  MDA  capability.  Non-transparent  vessels  are  of  concern  due 
to  their  being  a  maritime  security  vulnerability  and  consequently  must  also  be  identified  by 
the  MDA  capability. 

Geographic  Regions 

Both  draft  documents  National  Plan  to  Improve  Maritime  Domain  Awareness  and 
Maritime  Domain  Awareness  Concept  of  Operations  divide  the  Maritime  Domain  into  three 
regions  to  facilitate  a  layered  structure: 
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•  The  forward  areas,  which  are  defined  as  those  greater  than  2,000  nautical  miles  from 
the  U.S.  coast  or  within  the  jurisdiction  of  another  country. 

•  The  approaches,  which  are  defined  as  the  portion  of  the  Maritime  Domain  within 
2,000  nautical  miles  of  the  U.S.  coast. 

•  The  homeland,  which  is  the  portion  of  the  Maritime  Domain  comprised  of  the 

3 1 

territorial  and  internal  waters  of  the  United  States. 

Additionally,  both  draft  documents  define  terms  describing  the  collective  regions  of 
homeland  and  approaches.  This  paper  will  use  the  term  “Maritime  Detection  and 
Identification  Zone  (MDIZ)”  from  the  draft  document  Maritime  Domain  Awareness  Concept 
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of  Operations  to  refer  to  the  combined  region  of  the  homeland  and  approaches. 

Performance  Requirements 

Within  each  geographic  region,  the  requirement  for  fidelity  of  the  MDA  Spectrum  is 
different  based  upon  the  relative  threat  posed.  Consequently,  as  the  range  to  the  U.S.  coast 
decreases,  the  requirements  for  size  and  type  of  vessels  to  be  detected,  tracked,  classified, 
and  identified  become  more  stringent.^"^  Outside  the  MDIZ,  information  gained  from 
international  partners  per  agreements  and  IMO  regulatory  requirements,  surveillance  and 
tracking  systems,  and  intelligence  collection  will  be  put  into  the  MDA  system  to  provide  for 
detection  of  threats  before  they  reach  the  MDIZ  as  well  as  to  provide  warning  of  security 
concerns  outside  the  MDIZ.  Within  the  MDIZ,  a  key  feature  of  the  MDA  capability  must 
be  a  non-deniable  means  of  detecting,  tracking,  classifying,  and  identifying  vessels  due  to  the 
threat  posed  by  non-transparent  or  non-compliant  vessels.  Consequently,  the  Maritime 
Domain  Awareness  Concept  of  Operations  specifies  the  MDIZ  as  the  area  within  which  non- 
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deniable  vessel  detection,  tracking,  and  classification  must  occur. 
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The  merit  of  the  selection  of  the  size  of  the  MDIZ  and  the  MDA  capabilities  required 
within  each  geographic  region  could  be  argued,  but  this  paper  addresses  organizational 
relationships  to  achieve  unity  of  effort  rather  than  capabilities.  Therefore,  this  paper  is  not 
concerned  with  the  selection  of  these  criteria,  nor  the  means  by  which  the  desired  MDA 
capability  will  be  achieved. 

MDA  Common  Operational  Picture 

The  output  of  the  MDA  capability  in  its  end-state  will  be  a  Common  Operational 
Picture  (COP).  The  COP  will  not  be  a  single  picture;  rather,  it  will  be  an  information  grid 

38 

which  will  provide  tailored  information  to  appropriate  agencies. 

This  envisioned  MDA  capability  will  require  establishment  of  an  architecture  of 
interoperable  systems  amongst  U.S.  government  agencies  and  international  partners. 
Currently,  within  the  U.S.  government  several  agencies,  including  DoD,  have  their  own  COP 
system  architectures  which  are  not  compatible  with  others,  precluding  the  development  of 
one  COP.  Presently,  the  intention  is  to  adopt  the  DoD  architecture  within  the  U.S. 
government  as  the  common  standard  for  the  MDA  system.  Information  sharing  between  the 
U.S.  government  and  parties  in  the  international  government  and  private  sector  must  also  be 
improved.^^ 

In  addition  to  a  common  architecture,  an  effective  MDA  COP  will  require  a  clearly 
defined  process  to  collect,  analyze,  correlate,  fuse,  interpret,  and  disseminate  data, 
intelligence,  and  information  in  a  manner  that  permits  identification  of  threats  as  early  as 
possible  to  allow  for  adequate  decision  making  and  response  to  mitigate  risk."^°  Currently, 
this  process  is  envisioned  to  occur  at  the  National  Maritime  Intelligence  Center  (NMIC)  as 
well  as  the  U.S.  Coast  Guard’s  Maritime  Intelligence  Fusion  Centers  (MIFC)  on  each  coast."^' 
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NMIC  includes  ONI  and  the  Intelligenee  Coordination  Center  (ICC),  whieh  are  U.S.  Navy 
and  U.S.  Coast  Guard  organizations,  respectively,  that  are  collocated  in  Suitland,  Maryland."^^ 
The  fused  COP  will  be  analyzed  to  identify  vessels  that  are  of  eoncern  due  to  their 
non-compliant  or  non-transparent  nature,  the  risk  presented  by  their  cargo  or  personnel,  or 
their  anomalous  behavior.  The  output  of  this  analysis  will  be  used  to  make  decisions 
regarding  action  to  be  taken."^^  A  notional  structure  for  the  MDA  process  as  envisioned  in  the 
draft  doeument  Maritime  Domain  Awareness  Concept  of  Operations  is  provided  as  Figure  2. 

Figure  2 
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DoD  Role  in  Providing  MDA 

As  discussed  above,  U.S.  MDA  eapability  is  expeeted  to  provide  for  both  HS  and 
HD.  In  addition,  an  improved  MDA  capability  would  facilitate  better  response  to  a  large 
number  of  threats  that  are  outside  the  realm  of  direet  aggression,  ineluding  drug  smuggling, 
illegal  immigration,  organized  erime,  and  environmental  degradation.  These  security  issues 
are  U.S.  Coast  Guard  responsibilities."^^  As  a  result  of  its  being  ineorporated  into  DHS  as 
well  as  its  responsibility  for  addressing  a  multitude  of  maritime  issues,  the  U.S.  Coast  Guard 
has  been  designated  the  Lead  Federal  Ageney  (LFA)  for  Maritime  Homeland  Seeurity,  and 
as  such,  has  been  given  the  lead  in  establishing  MDA  eapability  for  the  United  States."^^ 

Within  the  umbrella  of  proteetion  MDA  eapability  will  faeilitate,  HS  and  HD  are 
priority  missions,  requiring  full  awareness  of  the  Maritime  Domain  in  the  approaehes  and 
homeland."^^  This  MDA  requirement  extends  well  beyond  the  traditional  responsibility  of  the 
U.S.  Coast  Guard.  This  view  is  refleeted  in  the  U.S.  Coast  Guard’s  Maritime  Strategy  for 
Homeland  Seeurity  whieh  states  their  responsibility  as  LFA  for  Maritime  Homeland  Seeurity 
applies  only  when  responses  require  involvement  of  eivil  authorities.  This  implies  that  the 
task  of  deteeting  and  responding  to  threats  of  direct  aggression  within  the  large  area 
eneompassed  by  the  MDIZ  and  beyond  eannot  be  eonsidered  to  be  the  sole  responsibility  of 
the  U.S.  Coast  Guard.  DoD  would  therefore  be  expeeted  to  assume  a  large  portion  of  this 
responsibility. 

Within  DoD,  U.S.  Northern  Command  (NORTHCOM)  was  ereated  with  HD  as  a 
speeifie  foeus,  and  was  further  eharged  with  defense  of  the  sea  approaehes  to  the  United 
States."^^  However,  it  is  not  clear  that  this  translates  to  direct  responsibility  for  providing  for 
MDA.  General  Timothy  Keating,  the  eurrent  NORTHCOM  eommander,  stated  in  Mareh 
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2005  that  “We  [NORTHCOM]  support  the  U.S.  Coast  Guard  in  tracking  maritime  traffic  into 
the  United  States...”^*’  Mr.  Jeffrey  High,  the  U.S.  Coast  Guard’s  Director  of  MDA,  stated  in 
October  2004  that  the  U.S.  Coast  Guard’s  vision  of  MDA  does  not  include  a  requirement  for 
their  control  of  other  agencies’  sensor,  surveillance,  or  intelligence  assets.^'  If  DoD’s  role  is 
to  support  the  U.S.  Coast  Guard,  yet  the  U.S.  Coast  Guard  cannot  task  DoD,  then  the  support 
can  be  expected  to  be  given  only  as  it  is  available,  which  will  not  be  sufficient  -  especially 
considering  the  performance  requirements  specified  within  the  MDIZ. 

The  U.S.  Coast  Guard’s  Maritime  Strategy  for  Homeland  Security  assumes  a  shared 
responsibility  for  Maritime  Homeland  Security;  this  assumption  extends  to  MDA 
capability.  However,  shared  responsibility  should  not  equate  to  unassigned  or  undefined 
responsibility.  MDA  is  a  capability  essential  to  defending  against  a  significant  threat,  and 
therefore  it  is  crucial  the  specific  responsibility  of  each  agency  be  defined  to  ensure  unity  of 
effort.  The  ambiguity  in  responsibility  pertaining  to  providing  for  MDA  reflected  in  the  draft 
documents  as  well  as  in  the  statements  of  key  leaders  involved  in  its  development  leads  to  a 
risk  that  there  will  be  significant  seams  in  MDA  capability.  Currently,  the  specification  of 
DoD  responsibility  for  MDA  suffers  as  a  result  of  this  uncertainty.  In  fact,  the  only  detailed 
agreement  between  DoD  and  DHS  regarding  specific  responsibilities  for  Maritime  Homeland 
Security  pertains  to  the  transfer  of  U.S.  Coast  Guard  assets  to  NORTHCOM  in  the  event  of  a 
need  for  a  HD  response  to  an  identified  maritime  threat.  The  possibility  of  a  reciprocal 
arrangement  for  DoD  support  to  the  U.S.  Coast  Guard  is  being  discussed,  but  the  fact  that 
there  is  no  clear  evidence  of  a  firm  plan  to  formally  commit  DoD  resources  in  support  of 
U.S.  Coast  Guard  missions  reflects  the  ambiguous  nature  of  future  arrangements.^"^ 
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Due  to  DoD’s  significant  role  in  HS  and  HD  and  its  extensive  capabilities  and 
resources,  it  is  necessary  that  it  be  assigned  specific  responsibilities  for  establishing  MDA  for 
the  United  States.  These  responsibilities  can  be  best  identified  through  analysis  of  three 
different  areas:  outside  the  MDIZ,  inside  the  MDIZ,  and  development  of  the  COP. 

Outside  the  MDIZ 

As  discussed  above,  the  MDA  system  in  its  end-state  is  intended  to  provide  a  global 
awareness  of  the  Maritime  Domain.  To  do  so,  information,  intelligence,  and  data  gathered  in 
the  forward  regions  regarding  the  Maritime  Domain  must  be  put  into  the  MDA  system.  As  a 
consequence  of  its  national  security  responsibility,  the  National  Intelligence  Element  of  the 
U.S.  Coast  Guard’s  intelligence  program  is  part  of  the  U.S.  Intelligence  Community  (IC).^^ 
Therefore,  the  U.S.  Coast  Guard  is  fully  able  to  access  and  request  intelligence  from  the  IC  in 
support  of  MDA. 

However,  DoD  commands  substantial  resources  in  the  forward  areas  that  should  be 
used  to  contribute  to  MDA  COP.  In  particular,  these  resources  include  surveillance  and 
intelligence  capabilities  of  the  combatant  commanders  that  are  resident  in  their  respective 
Joint  Intelligence  Centers  and  theaters. 

The  intent  for  these  resources  to  provide  for  MDA  is  consistent  with  the  view  of 
senior  DoD  officials  as  well  as  the  responsibilities  discussed  in  draft  documents  related  to 
MDA.  Mr.  Paul  McHale,  Assistant  Secretary  of  Defense  (Homeland  Defense)  has  written 
that  operations  in  support  of  Maritime  Security  on  the  high  seas  and  forward  regions  would 
be  expected  to  be  a  DoD  responsibility.^^  In  the  draft  document  Joint  Doctrine  for  Homeland 
Security,  U.S.  Strategic  Command,  which  is  responsible  for  global  intelligence,  surveillance, 
and  reconnaissance,  is  designated  as  a  supporting  commander  to  NORTHCOM  and  U.S. 
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Pacific  Command  (PACOM)  for  their  HD  responsibilities.^^  Similarly,  this  draft  doeument 
states  that  all  of  the  forward  geographie  combatant  commanders  are  eharged  with  obtaining 
information  regarding  potential  adversaries  that  may  be  planning  attacks  on  the  U.S. 
homeland.  These  broad  responsibilities  should  be  interpreted  to  inelude  eontribution  of 
intelligenee  and  information  to  the  MDA  COP. 

Another  resouree  is  the  information  gathering  that  is  done  as  part  of  the  geographie 
combatant  commanders’  Theater  Seeurity  Cooperation  Plans  (TSCPs)  with  other  countries. 
The  draft  doeument  Joint  Doetrine  for  Homeland  Security  states  NORTHCOM  “. . .  supports 
security  cooperation  initiatives  in  order  to  secure  the  homeland  and  enhance  regional 
seourity.”^°  Consequently,  NORTHCOM  has  initiated  negotiations  with  Canada  to  improve 
maritime  information  sharing.^'  However,  this  draft  document  is  not  clear  as  to 
responsibilities  for  geographie  combatant  commanders  besides  NORTHCOM  regarding 
faetoring  MDA  or  other  HS  and  HD  functions  into  TSCPs. 

Within  the  MDIZ 

As  discussed  above,  a  specifie  requirement  to  ensure  the  MDA  eapability  provides  for 
effective  HS  and  HD  would  be  a  means  to  eonduct  non-deniable  surveillance,  traeking, 
elassification,  and  identifieation  of  vessels  within  the  MDIZ.  The  MDIZ  extends  well  into 
the  area  of  responsibility  (AOR)  of  all  geographic  combatant  commanders  exeept  U.S. 

Central  Command.  Considering  that  DoD  carries  a  substantial  responsibility  for  HS  and  HD 
in  the  forward  areas  and  approaches,  and  that  the  combatant  commanders  can  access  DoD 
resources,  and  that  they  would  already  be  expected  to  contribute  to  the  MDA  COP  outside 
the  MDIZ,  assignment  of  the  specifie  responsibility  for  surveillance,  detection,  and  tracking 
of  non-compliant  and  non-transparent  vessels  to  the  eombatant  commanders  would  ensure  a 
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seamless  unity  of  effort  and  provide  for  the  layered  and  integrated  defense  envisioned.  The 
additional  funetions  within  the  MDA  Speetrum  of  elassifying  and  identifying  non-eompliant 
and  non-transparent  vessels  would  be  part  of  the  analysis  portion  of  the  MDA  proeess. 

However,  the  assignment  of  responsibility  to  geographie  eombatant  eommanders  with 
respeet  to  MDA  in  the  draft  doeument  Joint  Doetrine  for  Homeland  Security  varies 
significantly  in  specificity.  NORTHCOM’s  responsibility  is  most  clearly  defined: 

[NORTHCOM]  detects,  monitors,  and  supports  interdiction  of  suspected 

transnational  threats  within  and  along  the  approaches  to  CONUS;  fuses 

and  disseminates  intelligence,  contributes  to  the  COP... in  order  to  secure 
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the  homeland  and  enhance  regional  security. 

In  contrast,  U.S.  Southern  Command  is  charged  with  surveillance  of  maritime  routes 
to  assist  in  the  detection  and  monitoring  of  illicit  trafficking.  The  responsibilities  of  EUCOM 
and  PACOM  do  not  include  surveillance  or  detection  of  threats  in  the  approaches  to  the 
United  States,  even  though  PACOM  has  U.S.  territory  in  its  AOR.  Additionally,  only 
NORTHCOM  is  charged  with  contributing  to  the  COP.^^ 

Furthermore,  providing  for  the  surveillance,  detection,  and  tracking  functions  within 
the  MDA  Spectrum  will  require  substantial  resources  and  technical  capability  which  only 
DoD  can  provide.  There  is  an  expectation  in  some  quarters  that  DoD  will  provide  the  “big 
ticket  items”  such  as  re-locatable  over  the  horizon  radar  and  high  frequency  surface  wave 
radar,  and  that  systems  such  as  the  U.S.  Navy’s  ForceNet  must  be  fully  exploited  to  obtain 
the  desired  MDA  end  state. However,  the  U.S.  Coast  Guard’s  Maritime  Domain 
Awareness  Concept  of  Operations  assumes  the  U.S.  Coast  Guard  will  be  provided  the 
resources  to  conduct  long-range  tracking  throughout  the  MDIZ.^^  This  is  an  unrealistic 
expectation,  and  would  likely  result  in  a  lack  of  efficiency.  For  example,  NORTHCOM  is 
working  to  deploy  persistent,  full  spectrum  wide-area  surveillance  systems  targeted  against 
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aircraft  (possibly  employing  high  altitude  airships). Efforts  sueh  as  these  should  be 
extended  to  include  the  Maritime  Domain. 

There  needs  to  be  a  boundary  within  the  MDIZ  at  whieh  the  responsibility  for  the 
surveillance,  detection,  and  tracking  functions  within  the  MDA  Speetrum  should  shift  to  the 

f\l 

U.S.  Coast  Guard.  Possibilities  include  the  EEZ,  contiguous  zone,  or  territorial  sea  limit. 
Inside  these  regions,  issues  sueh  as  fisheries  monitoring,  immigration  control,  and 
environmental  regulation  enforeement  require  the  U.S.  Coast  Guard  to  have  specifie 
additional  MDA  capability.  Eurthermore,  there  are  some  anticipated  U.S.  Coast  Guard 
surveillance  capabilities  that  will  provide  better  fidelity  for  near-shore  monitoring. The 
myriad  responsibilities  and  antieipated  eapabilities  of  the  U.S.  Coast  Guard  necessitate 
defining  a  boundary  within  the  MDIZ  at  which  the  U.S.  Coast  Guard,  rather  than  DoD,  will 
be  responsible  for  surveillance,  deteetion,  and  traeking  funetions  pursuant  to  the  MDA 
eapability. 

Development  of  the  Common  Operational  Picture 

As  discussed  above,  an  effective  MDA  COP  will  require  a  clearly  defined  process  to 
eollect,  analyze,  eorrelate,  fuse,  interpret,  and  disseminate  data,  intelligenee,  and  information. 
The  focus  of  this  effort  will  be  NMIC,  ICC,  and  MEICs.  It  will  be  essential  that  DoD  ensure 
adequate  analytieal  resources,  architeeture  interoperability,  and  command  and  control 
capability  to  support  this  critical  portion  of  the  MDA  proeess. 

Recommendations 

This  paper  has  analyzed  the  role  of  DoD  for  providing  for  MDA  capability  for  the 
United  States.  As  a  result  of  this  analysis,  several  recommendations  ean  be  made: 
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•  DoD  must  ensure  all  combatant  commanders  factor  MDA  requirements  into 
intelligence,  surveillance,  and  reconnaissance  priorities  as  well  as  cooperative 
agreements  with  host  nations  to  build  the  MDA  COP  in  the  forward  regions. 
This  will  facilitate  identification  of  vessels  of  concern  as  early  as  possible  as 
well  as  providing  for  national  security  requirements  in  the  forward  areas. 

•  Due  to  the  respective  responsibilities  of  DoD  and  DHS  for  HS,  HD,  and  civil 
functions  of  the  U.S.  Coast  Guard,  as  well  as  the  resources  required  to  provide 
sufficient  coverage  of  the  large  space  involved,  DoD  should  be  assigned  the 
specific  responsibility  of  providing  non-deniable  surveillance,  detection,  and 
tracking  of  vessels  exceeding  the  prescribed  threshold  size  in  the  MDIZ 
outside  a  specific  boundary  such  as  the  EEZ.  This  responsibility  should  be 
assigned  to  applicable  geographic  combatant  commanders.  Within  this 
boundary,  the  U.S.  Coast  Guard  should  be  responsible  for  this  function.  The 
boundary  selected  should  be  based  upon  the  specific  requirements  of  the  U.S. 
Coast  Guard  as  a  result  of  their  civil  enforcement  responsibilities  coupled  with 
their  anticipated  near-shore  surveillance,  detection,  and  tracking  capability. 

•  DoD  must  ensure  sufficient  architecture  interoperability,  command  and 
control  capability,  and  support  of  intelligence  analysis  at  the  NMIC  in 
cooperation  with  the  U.S.  Coast  Guard  to  ensure  unity  of  effort  in  building  a 
COP  that  will  yield  effective  MDA  for  the  United  States. 
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Conclusion 


This  paper  has  provided  comment  on  various  draft  documents  that  pertain  to  MDA. 
These  comments  are  made  not  to  critique  the  documents  themselves,  but  rather  to  highlight 
that  insufficient  definition  of  responsibility  for  this  critical  capability  risks  leading  to 
exploitable  seams  and  a  lack  of  unity  of  effort  in  providing  for  the  nation’s  security.  MDA  is 
a  complex,  challenging  issue.  Only  by  thorough  assignment  and  definition  of  responsibilities 
for  each  facet  of  the  process  can  MDA  truly  mitigate  risk  to  the  United  States  from  the 
Maritime  Domain.  Due  to  its  responsibility  and  resources,  it  is  essential  that  DoD’s  role  be 
clearly  defined. 
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